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Objective

This document is intended to aid yan installing, configuring and using tB&O3 rotection Suite for
Linuxevaluation productto make Apache and MySQL highly availatfiépache and MySQL amnet
already installedpleaseallocatesome timeto install it on your servers. Once thiskahas been
completed, you may install and configus¢O3rotection Suite foLinux

There are five phases in this process:

Phase X Prepare to Install

Phase z; Configure Storage

Phase3 ¢ Installand ConfigurédpachéPHP
Phaset ¢ Install and Configure MySQL
Phase & InstallSIOSrotection Suite fot.inux
Phase & Configure your LifeKeeper Cluster
Phase & Test Your Environment

= =4 =4 =4 -4 -8 =9

Terms to Know

The following terms are used throughout this document and, while some may bedatuiijou, it may
be helpful to review howslOSlefines and uses these terms.

Network Communication Terms
Crossover cable ¢ A cable used to directly connect computing devices together, instead of
being connected to a network switch, hub or router. This cable creates an isolated, private
network to allow clusterelated and data replication traffic to flow between systems.

Types of LifeKeeper Servers

Server ¢ A computer system dedicated to running software application programs.

Active Server ¢ This is the server where the resource hierarchy is currently running (IN SERVICE).

Standby Server ¢ This is the server where the @srce hierarchy is defined, but is not currently

running. This server is available to bring the resource hierarchy into service should something

happen to the resource hierarchy on the Active Server.

Primary Server ¢ This is the server in a LifeKeeper figiration with the highest priority for a

given resource hierarchy. Itis the server that provides services for the resource hierarchy under

normal circumstances.

Secondary Server ¢ This is the server in a LifeKeeper configuration with the 2nd highesitpr
for a given resource hierarchy.

Source Server - In a LifeKeeper cluster, using data replication, this is the Active Server. Itis
where the resource hierarchy is currently running and the replicattition (SourcePartition)
is accessible for wes.
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Target Server ¢ In a LifeKeeper cluster, using data replication, this is the Standby Server. The
replicatedpartition (TargetPartition) is updated with writes from the Sourdeartitionby the
SIOPata Replicatiosystem Thispartition should not be accessed/modified manually.

SIOS Data Replication Terms

Replication ¢ Transferring data from onpartition to another via a secteby-sector copy. During
replication, the targepartition should not be accessed or modifiadsuring your dta integrity.

Synchronous ¢ Areplication scheme in which the data is confirmed written and valid on the target
before the write operation occurs on the source disk through a series of information exchanges.
Synchronous mirrors should only be implementedhigh speed (100Mbps+) networks due to the
network overhead involved.

Asynchronous ¢ Areplication scheme in which the data is released for writing on the source
immediately and is sent to the target(s) simultaneously for writing as fast as the daget#here and
can be written on them.

Rate of Change ¢ A measure of the amount of data which is changing over a set period of time.

Compression ¢ An algrithm which is optionally implemented to reduce the amount of traffic between
source and target nodesNine levels of compression are offered. Compression is turned off by default.

Throttling ¢ An optionally implemented mechanism to limit the bandwidth used for replication.

LifeKeeper Product Terms

Communications Path ¢ A mechanism supporting communication between nodes in a LifeKeeper
cluster. SIOSighly recommends implementing multiple communication paths between all servers in
the cluster to eliminate a single point of failure.

Heartbeat ¢ A periodic messagexchanged between nodes in a LifeKeeper cluster that provides server
health monitoring. A heartbeat message is one type of itaile cluster communication sent over a
communications path.

Split Brain ¢ A situation in which all communications paths betwesuster members fail, but all
servers remain up and running. In this situation, both systems believe the other has failed and both
believe they should keep or bring resources into service.

Failover ¢ The unplanned migration of a resource hierarchy te Btandby Server because of a system
or resource failure on the Active Server.

Switchover ¢ The planned migration of a resource hierarchy from the Active Server to the Standby
Server.

Switchback ¢ The setting that governs the recovery behavior of the sewfeere the resource was in
ASNIDAOS 6KSYy Al FILAESR® LT GKS aSdhddAay3a Aa aAayld
NBaz2d2NOSo® LF (GKS aSiGAy3a Aa al-adgite Yhe iésoubee wWithautk S
further notice.

Resource ¢ A system asset that can be protected by LifeKeeper. Resources can be used to represent
diskpatrtitions, virtual IP addresses, applications, etc.
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Extend a Resource ¢ Create or define an already configured LifeKeeper resource onto another gerver
the cluster and build an equivalency relationship that prevents the resource from coming in service on
both systems simultaneously.

Resource Hierarchy ¢ A grouping of resources, in a predetermined order, from high to Ibkis may
also be referred tas simply a Hierarchy.

Shared Storage ¢ One or more logical dighartitions that are physically attached to all nodes in a
cluster. LifeKeeper ensures that the volume is only accessible by one server at a time. This is formally
called I/O fencing.

Data Replication (Disk Mirroring) ¢ The replication of logical diglartitions to separate physical hard
disks in real time to ensure continuous availability, currency and accuracy of data.

Source ¢ Thepartition2 y (G KS &2 dzNDS aSNPSN2dzZRER ORARI REFLIGKESH RA 2
Target ¢ Thepartition on the taiget server used for replication
Switchable IP Address ¢ A unique IP address that mag moved between systems in the cluster.

Client systems connect to this address and the system where the Mituakource is active will
respond to requests.

The Evaluation Process

SIOStrongly recommends performing your evaluation¥O$rotection Suite foLinuxwithin a test
lab environment.SIOSs not responsible and cannot provide support for evaluation software installed
in a production environment.

All questions during the evaluation period should be directedvalsupport@us.sios.coor your bcal
PreSale€ngineering contactPresales support will contact you by the next business day to answer
guestions. Once you are a licensed customer on software maintenance, you will have access to 24 X 7
postsales technical support.

Important Your evaluation license is valid ffimited period of timgrom the day
you receive theslO$roduct evaluation package and licenses via email
from the SIOSales team.
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Phase 1z Prepare to Install

Hardware Requirements

Primary and Secondary Ser vers

1 Systems must meehe minimum requirements fothe Linux distribution to be used

during the evaluation

512MB RAM minimum; 1GB RAM recommended.

2GB of available hard disk space recommended.

adzf GALX S bSGg2N] LYGSNFIOS /I NRa 6bL/ Q&0 [ N

Configure one or more additionphrtitionsto be used for data replicationOn the

primary server, these will become the soug&rtitions. On the secondary server(s),

thesewill become the targepartitions. In this evaluation example we will be

replicating Apache website data (which will be located at /var/www)

1 For replicatedartitions, a targepartitionQd a A1 S Ydzad Sljdzr £ G2 2 NJ f
its sourcepartition.

1 The systen{ /) and boot(/boot) partitionsare not eligible for replication

= =4 =4 =4

Note: You may use more than opartition for replicated data, allowing for separation of
multiple database files and/or log directories for performance reasons.

Client
This system is not required but is recommended for testing the clasteironment.

1 A standard web browser can be used to test the Apache/MySQL configuration

Software Requirements

Primary Server and Secondary Server

9 Linux Distributiork86_64, AMDb4:
0 RedHat Enterprise Linux 5 (5.4+ recommenagd. X
0 CentOS Linux 5 (5:4ecommendeddr 6.x
0 Oracle Enterprise Linux 5 (5.4+ recommendéd3, 6.4
A RedHat Compatibility Kernel Only
0 SuSE Linux Enterprise Server 10 or 11 (11 recommended)
0 Seehttp://docs.us.sios.com/Linug.3.YLK4L/ReleaseNotedor a full list of
supported Operating Systems
9 Currentpatches / security updates are recommended
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Satisfied dependencies; especially if the Linux installation package selection was
base/minimal you ull need to refer to the dependencies documentation at
http://docs.us.sios.com/Linug.3.YLK4L/AlITechDocs/Content/installation/Linux_Depe
ndercies.htm
Its recommended that IPtables is disabled
o # /etc/init.d/iptables off
0 # chkconfig iptables off
o See
http://docs.us.sios.com/Linud.3.Y/LK4L/TechDoc/Content/user guide/using i
fekeeper_linux/maintenane tasks/running_lifekeeper_firewall.htfior
information regarding the portSIO3rotection Suite for Linux uses.
Disable SELinux
o Edit /etc/selinux/config
0 Set SELINUX=disabléubte: permissive mode is also acceptable)
Check the configuration of yourt@hosts file
0 localhost.localdomain and localhost are the only entries that can be on
127.0.0.1
o0 Create a separate entry for yoinostname with a static address
GUI Authentication with PAM
0 SPS for Linux now leverages the Pluggable Authentication Module) (PAM
provided in the Linux Standard Base (LSB).
0 Usersare identified and authenticated against the system's PAM configuration.
Privilege levels are determined from group membership as provided through
PAM.
o0 In order to access the GUI, a user must be a member in one of the three
LifeKeeper groupskadmin, Ikoper or Ikguest
0 See the following URL for more information on this topic:
A http://docs.us.sios.com/Linud.3.1YLK4L/AlITechDocs/Content/user gu
ide/using_lifekeeper_linux/gupreparing_run_gui/configuring_gui_user
s.htm
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Network Requirements
For your evaluation, we recommend configuring your machines signtlathe following example.

LinuxPrimaryand LinuxSecondargre multthomed, between two LAN segmer{tee second NI@ each
servercould even be&onnected via a crossver cablaf a second physical network is not availgbl&he
second NIC is optional in this configuration, but highly recommended in production environments to
avoid a single point of failure.

In thisexample evaluation scenario we will be leveraging both local, replicated stOsditpethe Apache
configuration)as well as Shared Storage (iIS@Blthe MySQL configuratipn OpenFiler is storage
applianceserver thatwill serveaniSCStargetto LinuxPrimaryandLinuxSecondary.

Client
(Web Browser)

Apache Switchable IP = 192.168.197.150
MySQL Switchable IP = 192.168.197.151

LinuxPrimary LinuxSecondary

192.168.197.101 192.168.197.102

— i

' 192.168.198.101 192.168.198.102 '

IS

192.168.198.201

OpenFiler (iISCSI)
Mounted at: /var/lib/mysql

Network Configuration Example

10
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Primary Server and Secondary Servers
1 Configure the Host file with entries for all LifeKeeper protected servers. This is typically

/etc/hosts.

Example:

192.168.197.101 LinuxPrimary
192.168.197.102 LinuxSecondary

1 See your Network Administrator to obtain an unused IP Address to be used as the
switchable IP Address. This switchable IP Address will be created later in the
configuration process.

1 Public Network connection(s) configuredthwv

o0 Static IP address

o Correct subnet mask

o Correct gateway address

o0 Correct DNS server address(es)

9 Private Network connection(s) configured with:

o Static IP address (on a different subnet from the public network)
o Correct network mask

o No gateway IP address

0 NoDNS server addresses

Client
Must be able to communicate on the sarmgbnet/network as the serverBublic
interfaceaddresses In our example, this is the 192.168.197.0/24 network.

Phase 2 z Configure Storage

Before You Begin
Ensure the following:

1 You have an extrdiskpartition on both servers thatan be used for data replication. A target
@2t dzySQa aAal S YvYdzad Sljdz t (dsk/gandod F NBESNJ G KIFy GKS
9 Shared storage is available. This can either be Fiber Channel SAN, iSCSL.NA this
example we will review configuration of an iISCSI target for use as our MySQL database storage
repository.

Partition local storage for use with  SIOSDataKeeper for Linux

Primary Server

On your Primary server, perform the followiagtions

11
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1. Identify an existing free, unused disk partition to useoar Aache repository. Alternatively,
ONBIFGS I+ ySg LINIAGAZ2Y D ''aS GKS GaFRAATE dziAf A
example /dev/sdb is an unused disk where we wilhteea single partition
a. fdisk /dev/sdb

b.t NBaa ayé¢ (G2 ONBIGS || ySé LI NLAGAZY
c. t NBaa alLX (G2 ONBIGS | LINAYIFINER LINIAGAZY
d. This example uses a new disk, so we will use all default values (Partition 1, entire disk)

Hit Enter twice to confirm these parameters
e. t NB&& @2 SNAGS GKS LINIAGAZ2Y (GF16ftS FyR SEAC

[root@LinuxPrimary ~]#isk /dev/sdb

Command (m for helph
Command action
e extended
p primary partition ()
Y
Partition number (34): 1
First cylinder (2256, default 1):<enter>
Using default value 1
Last cylinder or +size or +sizeM or +sizeR5d, default 256)<enter>
Using default value 256
Example
Command (m for helpw
The patrtition table has been altered! Calling ioctl() toead partition table.
Syncing disks.

[root@LinuxPrimary ~J#

[root@LinuxPrimary ~J# df /var/www

Filesystem IMocks  Used Available Use% Mounted on
/dev/sdbl 253855 11083 229666 5% /var/www
[root@LinuxPrimary ~J# Is /var/www

cgibin error html icons lost+found manual usage

2. Format the newly created disk partition
# mkfs.ext3 /dev/sdbl
3. Mount the partition temporarily at /mnt
# mount /dev/sdbl /mnt

4. Move any existing data from /var/www/ into this new disk partititassumes a default apache
configuration)

12
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# cd /var/www
# mv * /mnt

5. Remount /dev/sdbl at /var/www
# cd /root
# umount /mnt

# mount /dev/sdbl /var/www

6. Note: there is no need to add this partition to /etc/fstab. Lifekeeper will take care of mounting
this automatically.

[root@LinuxPrimary ~J# df /var/www

Filesystem IHocks  Used Available Use% Mounted on
Result /dev/sdbl 253855 11083 229666 5% /var/www

[root@LinuxPrimary ~J# Is /var/www

cgibin error html icos lost+found manual usage

Secondary Server

7. On your Secondary server, omlgrform Step #labove where you partition the disk. The size of
the Target volume needs to be the same size, or greater, than our Source volume.

Configure iSCSI initiator, discover and login to iISCSI target

This Evaluation guide will not cover how to setup an iSCSI Target Server. It is assumed that the shared
aG2NF3S +EtNBIFRe SEArAadla Ay @2dzNJ Sy@ANRYYSyio LF
simple sdution is to use OpenFilemhtp://www.openfiler.com/ ), an Open Source storage management
appliance, which can be run on physical hardware or as a virtual machine.

Onboth Primaryand Secondargerves, performthe following functions:
1. If not already installed, ensure that thgcstinitiator -utils rpm package is installed:
# yum installscstinitiator-utils
2. Jart the iscsid service and enable it to automatically start wttensystem boots

# service iscsigdtart
# chkconfig iscsid on

13
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3. (Configure the iscsi service to automatically stavhich logs into iISCSI targets needed at system
start up.

# chkconfig iscsi on

4. Use the iscsiadm command to discover all available targets on the network storage server
(OpenHer)

#iscsiadmm discoveryt sendtargetsp <name or IP of iSCSI server>

[root@LinuxPrimary init.dJ# iscsiadmm discoveryt sendtargetsp 192.168.198.201

Example ign.2006:01.com.openfiler:tsn.mysq|

o

Manually Login to the iISCSI Target

#iscsiadmm nodecTign.200601.com.openfiler:tsmysql¢p 192.168.198.20tlogin

o

Configure Automatic Login

#iscsiadmm node¢Tign.200601.com.openfiler:tsrmysqlcp 192.168.198.203-0p
update-n node.startup-v automatic

7.1aS GKS &7FRAfarmhat yod BESY LUK Rf ndeded
# fdisk /dev/sdc
8. Create a filesystem on your new iSCSI LUN Partition, sdcl

# mkfs.ext3 /dev/sdcl

©

Mount your iSCSI LUN at /var/lib/mysql (assuming a default mysql configuration). If data
already exists in thidirectory, make sure to move it into the shared iSCSI LUN

# mount /dev/sdcl /var/lib/mysq|
10. At this point you now have a local partition, /dev/sdb1l mounted at /var/www and an iSCSI

shared LUN, /dev/sdcl, mounted at /var/lib/mysddur disk layout now ldoas follows
(example):

[root@LinuxPrimary mysql]# df
Example Filesystem IHocks  Used Available Use% Mounted on
/dev/sda2 25967432 3683016 1976400 66% /

14
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/dev/sdal 101086 24659 71208 26% /boot

tmpfs 517552 0 517552 0% /dev/shm
/dev/sdbl 253855 11132 229617 5% /var/lwww
/dev/sdcl 966644 38944 878596 5% /var/lib/mysql

Phase 3 z Install and Configure Apache and PHP

Before You Begin
Ensure the following:
1. If you are not familiar with installing and configurihgache, please refer to the Apache

documentation
2. Apache should not be running at the time you attempt to protect it with LifeKeeper

If Apache and PHP aadready installed, skip to step #2this section below. You
Important will need to verifythe Apache configuration and/or relocate the location of the
website data.

Primary Server

1. InstallApache
a. This example assumes that you are running a RHEL or Cax®8sed Linux
distribution. For other Linux distros, please refer to your apache documentation for
syntax differences.
b. If the Apache and PHP packages are not already instaited the command line, , run:
Gedzy Ayadalff KGOGGILR LIKLXE
c. A number of dependenes will most likely be discovered. Install those as well.

2. Apache should be configured so that it will not automatically start when the server boots.
LifeKeeper will control the start/stop of the webserver once its protected
a. Check the status of the websyer:"/etc/init.d/httpd status
b. If running, please stop of: /etc/init.d/httpd stop
c. Disableautomatic startup: chkconfig httpd off

3. Apache Configuration. In this example, we will assume default Apache settings and directory

locations, specifically:
a. Validate the following settings in /etc/httpd/conf/httpd.conf:

15
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i. { SNDSNw220 akSUGOkKGGLIRE
i. 520dzySyiliw22i ak@lFINkogsoskKILYTE
ii. Listen 192.168.197.150:80 (note 192.168.197.150 is the Apache Switchable IP
we will configure later in the LifeKeeper user interface)
b. Edi the Listen parameter in the /etc/httpd/conf.d/ssl.conf configuration file
i. Listen 192.168.197.150:443

4. Create a sample Index page:
a. vi lvar/lwww/html/index.php
b. Insert the following single line of code into this file:
<? phpinfo(); ?>

Secmdary Server

1. InstallApache/PHRxactly as you did on the primary server, making all of the same
configuration changes

2. There is no need to perform Step #4 in which you create a sample index page. All data in
Ivar/www will be replicated from LinuxPrimary to LinuxSedary

3. Stop allApache servicesn the secondary server.

Phase4 z Install, Configure, and Start MySQL

Primary Server
On your Primary server, perform the following actions:
1. Lyadrtt 020K (k&ESNIFENYE { NLIY YIR @(YleahSalr system.i KS& R2
Apply any required dependencies as well
# yum install mysqgl mysgerver
2. +SNATFe GKFG @2dz2NJ { KFNBR A{/{L ['b A& adAatft yvYz2d

3. Ifthis is a fresh MySQL install, initialize a sample MySQL database:
# lusr/bin/mysd_install_db--datadir="/var/lib/mysql' --user=mysq|

4. Ensure that all files in your MySQL data directory (/var/lib/mysqgl) have correct permissidns

ownership
# chown¢Rmysql:mysql /var/lib/mysql
# chmod 755 /var/lib/mysq|

16



SIOS Protection 8e for Linux
Evaluation Guide

5. Finally, manuallgtart the MySQL daemon from the command line. N@te:Notstart it via the
GaSNBAOSE O2YYIFYRIE 2NJ GKS kSGOkAYAUGU®RKk &ONARLI A&
#mysqld_safe-user=root--socket=kar/lib/mysgVlmysqgl.sock-port=3306--
datadir=Nar/lib/mysql--log &

6. Verify MySQL is running lzonnecting with the mysq| client:

[root@LinuxPrimary mysqljthysql

Welcome to the MySQL monitor. Commands end with\gor
Your MySQL connection id is 2

Server version:; 5.0.716g Source distribution

Type 'help;' orVh' for help. Type\t' to clear the buffer.

mysql>exit
Bye
[root@LinuxPrimary mysql}#

7. Update the root password for your mysql configuration. In this example we set the MySQL root
LI aag2NR G2 a{iaSStoesS¢
# echo "update user sétassword=PASSWORD('SteelEye') where User="root’; flush
privileges" | mysqgl mysq|l

8. Verify your new password:
# mysql mysatu root¢p
09y GSNI a{i(iSSfto9esS¢ +ta (KS LI &dasgz2NRO
#exit

9. Create a MySQL configuration file. We will place this in the same shared djrector

(/var/lib/mysqgl/my.cnf)
# vi Ivar/lib/mysgl/my.cnf

# cat /var/lib/mysqgl/my.cnf

[mysqld]

datadir=/var/lib/mysq|l

socket=/var/lib/mysql/mysql.sock

pid-file=/var/lib/mysql/mysqld.pid

user=root

port=3306

# Default to using old password format for compatibility with mysql 3.x
# clients (those using the mysqlclient10 compatibility package).
old_passwords=1

Example
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# Disabling symboliinks is recommended to prevent assorted security risks;
# to do so, uncomm this line:
# symbolielinks=0

[mysqgld_safe]
log-error=/var/log/mysqld.log
pid-file=/var/run/mysqgld/mysqld.pid

[client]
user=root
password=SteelEye

10. Delete the original MySQL configuration file, located in /etc
# rm /etc/my.cnf

Secondary Server
On your Secondary Server:
1. Lyadrftt o020K (KBSNI¥FENH { NLIY VIRI G@lYIe®m$E AT (KSe
Apply any required dependencies as well
# yum install mysql mysgerver
2. Ensure that all files in your MySQL data directorar/lib/mysql) have correct permissions and
ownership
# chowng¢R mysql:mysql /var/lib/mysq|l
# chmod 755 /var/lib/mysq|

3. There is no need to perform any of the additional steps taken on the Primary Server
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Phaseb5 z Install SIOSProtection Suite for Linux

For the ease of installatio®IO$hasprovided theSIOFrotection Suite for Linuwith an installation
script. Towards the end of the scripthe desiredApplication Recovery Kits (ARKs) shoulddlected
for installation The software will be instedd to the following locations:

SPS for Linux Component Install Location

LifeKeepefSoftware /opt/LifeKeeper
LifeKeeper Config File /etc/default/LifeKeeper

Perform the following actions opoth Primary and Secondary server.
Download Software
1. Open theSIOrotection Suite evaluation email you received fréh®S

2. Download theSIOSrotection SuiteSoftware from the link provided in your emaditlis generally
SrairSaid G2 dzaS a¢3Shé¢ (G2 NBOdZNEAGSte R2eyf 2R
a. #cd/root
b. #wget-r <URL>
c. After successful download you will have downloaded contents similar to the follow
directory listing:
[root@LinuxPrimary ~]# K <directory>
total 63680
-rw-r--t-- 1 root root 23163 May 30 14:03 EULA.pdf
-rw-r--r-- 1 root root 536 May 30 14:03 readme.txt
-rw-r--r-- 1 root root 65179648 May 30 14:03 sps.img

3. Download your Evaluation license key from the link specified in your evaluation Sanedl the
license file to an easy to remember locationlmwth servers.

Run the SIOSProtection Suite Installer Script

1. Loopbacknount thespsimg filepreviously downloaded, whidls an ISO9660 image filRun
0KS GaSiddz &aONRLII AyaiRSs

#mount -0 loopspsimg /mnt
# cd /mnt
# ./setup

2. During this procedureyou will hit Enter in most cases to accept default vales continue to
the next screen Note the following exceptions:
a hy (0KS aONBSy GAGE SR al A 3K inthdlpdrticlladevdl A G & b C{ ¢
guidewe will not becreating a highly aviable NFS server cluster configuration
b. If you have plans to create a highly available NFS service, adjust your response
accordingly.
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. Towards theend of the setupscript, you can choose to install a trial license key now, or later.

We willinstallthee A OSy asS {Se& Ay (GKS ySEG adSLIZ a2z &2dz Ol
Ly G4KS FAYylIf &aONBSy 2F (KS &daSiadalh asStSOG GKS
the screen.

The following RPMs should be be installed:
a. steeleyelkAPA<versionznoarch.rpm
b. steeleyelkSQL<version=noarch.rpm
c. steeleyelkDR<version>.noarch.rpm

Un-mount the Distribution Enabling disk image:

# cd /root
# umount /mnt
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The last phase of the setup process installs the licensing Xeysmust install the evaluation license key
file (".lic") that you downloaded with your evaluation software before startimgSIO3rotection Suite

for Linux

1. ¢2 Ayadlrft &82dzNJ NAIE fAO0Syas
Server This command is located at /opt/LifeKeeper/bin/lkkeyirisxample:

1 S & Secowiiayy

# /opt/LifeKeeper/bin/lkkeyins <path_to_license/<filename>.lic

2. Validate your license keywere installediia the /opt/LifeKeeper/bin/Iklicmgr command

# lopt/LifeKeeper/bin/lklicmgr
License File: 20101230.lic

Product Type Expiry
LifeKeeper for Linux Eval
Apache Recovery Kit Eval
SIOPata Replication AR Eval
MySQL Recovery Kit Eval
X

Start the SIOSProtection Suite for Linux
1. Start:
# lopt/LifeKeeper/bin/lkstart

Phase 6 - Configure the Cluster

Primary Server

Other
27 Mar 20B (87 days)
27 Mar 20B (87 days)
27 Mar 20B (87 days)
27 Mar 20B (87 days)

Complete the following steps on the primary server to configuredthster:

1 Create TCP Communication (Comm) Path(s)

1 Verify the Communication (Comm) Path(s)

iKS

Before you beginSiI0OSecommends at least two TCP communications paths between each server withi
the cluster to each remote server for heartbeat redundancy.

Important Supported configurations require that you define redundant comm paths, so tt
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the failure of a single communication line will not cause a split brain where
resourcehierarchies mayame inservice on multiple servers simultaneously.

Access the LifeKeeper GUI

The LifeKeeper Graphical User Interface (GUI) is a Java based appiiedteam be run as a native
Linux application, or as an applet within your J&vabled Web Browser

The LifeKeeper GUI is based on Java RMI with callbacks. Hostnames must be resolvable or you may
receive a Java 115 or 116 error.

1. Verify that both short and fully qualified hostnames of all cluster nodes resolve to the proper
locations
# ping LinuxPrimary
# ping LinuxPrimary.domain.com
# ping LinuxSecondary
# ping LinuxSecondary.domain.com

2. To start the LifeKeeper Linux GUI Application:
a. /opt/LifeKeeper/bin/lkGUIlapp &
3. To Connect to the LifeKeeper GUI Applet from a Web Browser, go to:

a. http://<hostname>:81

4. Enter the name of the server you wish to connect to (this field will be populated with the name
of the server you are on, if you are running the GUI from a server with LifeKeeper installed)
along with your root credentials and clickO
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Cluster Connect

&)

server Name:

Administrator Q. ..

Login:

Fasswoaord:

Ok

LinuxFrimary

oot

Cancel

Help

Create Communication (Comm) Path s

5. Within the LifeKeeper GUI, from the File menu, selecin@ot. Enter the name of your
Secondary server, login and password when the Cluster Connect window displays.
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LifeKeeper GUI — ==
Eile| Edit View Help

E:irtmect... ﬂ jk- i}g

] | »

| »

Hierarchies %

MNone Defined i
: E3) Cluster Connect (x|

Server Mame: | LinuxSecondary

Login: | root

Fassworc: | sesssssss

il

oK, | Cancel| Help |

1]

6. Within the LifeKeeper GUlick theCreateComm Pattbutton on the toolbar. You can also
right click one of the servers and click Create Comm Path from theipopenu as well.

£ LifeKeeper GUI = [T

Eile Edit W¥iew Help

Pe2e O EVEd

4| [ »

|Create Comm Path... | al i

Hierarchies % %

Mone Defined LinuxPrimary Linuxsecondary

7. Select youtocal and Remot8erve(s) fromthe list box. If a server does not appear in the list
box, you may enter it by typing its name and clicking the Add Server button. When using the
Add Server procedure, you must make sure that the computer names for both network
interfaces on the servemrgspmd correctly when yopingthem (from all of the partner
server(s)using theping ca IP ADDRES$ntax. If they do not, this must be corrected prior to
continuing Click Next.
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b4

Create Communication Path
Local Server |LinuxPrimary

< Baclk | Next>| | Arcept Defaults | Cancel |

Create Communication Path
LinuxSecondary
Femote Server(s)
Add
<Back Mext = Accept Defaults | Cancel

Help |

Help |
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8. Select TCP for Device Type and Click Next.

Create Communication Path

Device Type |TCF -

<Back Mext = Arcept Defaults | Cancel| Help

9. Provide all theequired information and click Next for the following series of dialog boxes. For
each field in the dialog box you can click Help for further information or refer to the table below
for an explanation or recommendation.

Field Tips
For TCP/IP Com#ath...
Choose the IP address to be used by the local server for this con
path. Select both interfaces so that the wizard creatastiple
comm. pathgduring this operation

Create Communication Path

192.168.197.101

Local IP Address 192.168.198.101
10.0.4.15

Local IP Addressies)

Choose the IP address to be used by theatserver for this
Remote IP Address comm path
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Create Communication Path

Local Server: LinuxFrimany
Local IP; 192.168.197.101
Femote Server: LinuxSecondary

Remote IP Address |192.168.197.102

<Back | Mext > | Accept Defaults | Cancel| Help

Enter the priority for the comm path on the local server. The priol
will be used to determine the order that the comm paths betweer
two servers will be used. Priority 1 is the highest; 99 is the lowes

Create Communication Path

Local Server: LinuxPrimary
Local IP: 192.168.197.101
Femote Server: LinuxSecondary

Priority

Priority |1

<Back | Create | Accept Defaults | Cancell Help

10. After entering data in all the required fields, select Create. A message will display indicating the
network communication path is successfully created. Click Next.
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Create Communication Path

Local Server: LinuxPrimany
Local IP; 192 168,197,101 i
Femote Senver: Linuxsacondary

Creating TCP Communication Path between LinuxPrimary (192, 168,197,101 and Linuxsecondary...
Creating Communication Fath from LinuxPrimary to LinuxSecondary
Successfully created network connection

to machine "LinuxSecondany (192.168.197.102)
of Type "TCP"

from LinuxPrimany (192 168.197.101).
Creating Communication Fath from LinuxSecondary to LinuxPrimany
Successfully created network connection

to machine "LinuxFrimany” (192 .168.197.101)
of Type "TCP"

from LinuxSecondary (192.168.197.102).

Bacl Mext = Accept Defaults | Cancel| Help

If you selected multiple Local IP Addresses or multiple Remote Servers dDevice Type was
set to TCP, then the procedure will return you to the setup wizard the next Comm Path.

11. Select Done in the last dialog box.

Repeat this process until you have defined all the communication paths you plan tSi@&trongly
recommends lhat you define at least two communication paths for redundancy.

Verify the Communications Paths

1. Verify that the communications paths are configured properly by viewing the Server Properties
dialog box. From the LK GUI, select Edit, Server, Propanikthen the Comm Paths tab.
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LifeKeeper GUI — ==
file Edit View Help

%20 A

4| [ »

[ »

Hierarchies @ @
| : Disconnect. ..
Mone Defined : Linud = LinuxSecondary
H Eefresh...
View Logs...

Create Resource Hierarchy...

Create Comm Path...
Delete Comm Fath...

Froperties. ..

2. Note the State displayed is ALIVE. You can also check the server icon in the right, main pane of
the GUI. If only one comm path has been created, the server icon shows a yellow warning icon
on the server icon, indicatintpat one comm. path is ALIVE, but there is ho redundant comm
path. The server icon will display a green heartbeat checkmark when there are at least two
comm paths configured and ALIVE.

Server Properties for LinuxPrimary x

Froperties Fanel

Server: |Lin|.ut'F’rimar".-r |v|
| General [ CommPaths rResourr_es
Server Priarity State Type Address/Device
LinuxSecondary |1 ALVE TCP 192 168.197.101/192 168,197,102
Linuxsecondary |2 ALIYVE TCF 192 168 198.101/192 168,198,102

0k | £|:-|:-I'-,-'| Cancel| Help

Create the LifeKeeper Hierarchy

Create and Extend an IP Resaurce

In LifeKeeper, creatan IP resource and extend it to the secondary server by completing the following
steps.This Virtual IP will have the ability to move between cluster nodes alengpplication that
depends on it.
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1. From the LifeKeeper Gtdlolbar, click Create Resource Hierarchy.

& LifeKeeper GUI = [[=]fx
File Edit View Help

%12:[0] [&] [0 0] [4[.4] ©]

< | Create Resource Hierarchy. .. |

Hierarchies % @

None Defined LinuxPrimary LinuxSecondary

The Create Resource Wizard dialog box will appear with a drop down list box displaying all
recognized Recovery Kiinstalled within the cluster.

2. Select IP Address and click Next.

Create Resource Wizard

Flease Select Recovery Kit |IF -

Apache Web Server
Data Eeplication
File System

Ceneric Application
IF

MysQL Database
Faw Device

<Bacl Mext= | Cancel| Help

3. Enter the appropriaténformation for your configuration. The table below contains a list of the
fields that display and additional information to assist you as you complete this procedure.
Recommended values are also show beldf@u can also click the Help button for furthe
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information. Press Next to continue after entering the required information.

IP Creation Field Definitions

Field
Resource Type
Switchback Type
Server

IPResource

Netmask

Tips
Select IP Address as the resource type and click Next.
Select Intelligent and click Next.
Select the Server where tHE resource will be created. Select your Primary
server anctlick Next.
Enter the virtual IP information and click Next

Example192.168.197.150

Note: This is an IP address that is not currently in use anywhere on your net
This is the address that all clients will use to connect topitmeected resources

In this configuration example, we will be protecting two (2) virtual IPs.

First we will potect 192.168.197.150, which our Apache webserver will use.

& Create comm/ip Resource x

IP Resource |192. 168,197,150

‘ ext = | Cancel| Help

The second time through this wizard we will protect 192.168.197.151, which
be used by MySQL

The IP subnet mask that your TCP/IP resource will use on the target server.
standard netmask for the class of the specific TCP/IP resource address is va

In our sample configuration 255.255.255.0 is used for a subnet mask on bott
networks.
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Note: The subnet mask you choose, combined with the IP address, determir
the subnet tha will be used by the TCP/IP resource and should be consistent
the network configuration.

L] Create comm/ip Resource x|
Metmask [255.255.255.0 Rd

<Baclk ‘ Mext> ‘ Cancel‘ Help

Network This is the physical Ethernet card that the IP address is interfacing with. Chc

Connection the network connection that will allow your virtual IP address to be routable.
Select the correct NIC antiok Next.

IP Resource Tag  Accept the default value and click Niekhis value only affects how the IP is
displayed in the GUIThe IP resource will be created on our Primary server.

4. LifeKeeper will create and validate your resource. After receiving the message that the resource
has been created successfully, chidxtwhen the following dialog box appears so that you can
complete the process of Extending the IP Resotoar Secodary serverpelow.
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Create comm/ip Resource x

Creating comm/ip resource. .. |
CREATIMNG RESOURCE HIERARCHIES 0
Lifekeeper application=comm on LinuxPrimanry.

Lifeleeper communications resource tyipe= ip on LinuxPrimany.

Creating resource instance "ip-192. 168 197, 150" with id "IP-192.168.197. 150" on machine
"LinuxPrimany":

Fesource "ip-192.168.197. 150" successfully created on machine "LinuxPrimany”

< Baclk | Mext> | Can-:el| Help

Pre-Extend Wizard x

Target Server [LinuxSecondary |

ou have successfully created the resource hierarchy ip-192.168.197.150 on LinuxPrimary. Select
a target server to which the hierarchy will be extended.

If wou cancel before extending ip-122.168.197.150 to at least one other server, Lifekeeper will
provide no protection for the applications in the hierarchy.

<Back Mext = Accept Defaults | Cancel| Help
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Extending the IP resoureell start automatically after you have finished creating an IP address resource
if you clicked\extin the dialog boxdisplayed above. You can also start this from an existing IP address
resource by right clicking on the active resource and selecting Extend Resource Hierarchy.

Refer to the table below to complete the Extend IP Resource procedure.

Field Recommended Emtes or Notes
Switchback Type [ SIS a aAyGaSttAaASYs
Template Priority Leave as default (1)
Target Priority Leave as default (10)
NetworkInterface This is the physical Ethernet card that the IP

address is interfacing with. Chose the wetk
connection that will allow your virtual IP address
to be routable. Theorrect physical NIC should be
selected by defaultPlease verify and therick

Next.

IP Resource Tag Leave as default.

Target Restore Mode Select Enable and click Next.

Target Local Recovery Select Yes to enable Local Recovery for the SQ
resource on the Target server.

Backup Priority Accept the default value

5. After receiving the message Hierarchy extend operations completed, click &tighen click
Done

6. Yourfirdi Lt NB&A2d2NDS OMPHDOMcYy PMPT PMpnO A& y2¢ Fdz f
between cluster nodes as needelooking at the LifeKeeper GUI you will notice that the IP
resource is Active on the Primary cluster node and Standby on the Secondary cluster node

LifeKeeper GUI

File Edit View Help

SE Qw4 OO = al L@

. | »

Hierarchies ' fa
@ 5@ © £o)
Active Protected : LinuxPrimary LinuxSecondary

Y T : 0
— D ip-192.168.197.150 55 & Active |© Standsy

Create a Second IP Resource
Repeat the procedure above to protect ¥ B resource.

This secondime, protect 192.168.197.151, which is the IP address our MySQL database will later use.
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As a result, your LifeKeeper GUI will display as follawtk both IP resources Active and protected on
the Primary cluster node

LifeKeeper GUI —a=
File Edit View Help

%29 & Olad| &k QO =& 8D B

4] [»
Hierarchies @ @ B
@ Active Protected LinuxPrimary LinuxSecondary

I:Q ip-192.168.197.150 @ Active 1 0 StandBy 1

@ ip-192.168.197.151 @ Active 1 0 StandBy 10

Create aMirror and Begin Data Replication

In this setion we will setup and configure the Data Replication resource, which be used to synchronize

2dzNJ ! LI OKS 2 S60aSNWSNDRa RFEGlF 0SiG6SSy Of dzZaiiSNJ y2RSa
/var/lwww partition on our Primary cluster rue

Please note:
9 The source volume to be replicated must be mounted on the Primary server
1 The target volume, which will received replicated data, niNS{Tbe mounted on the Secondary

server.
T Theld I NBESG @2¢dzy3Qa aAT S Ydzad Slidzt G2 2NJfF NBSN

1. From the LifeKeeper GUI toolbar, click Create Resource Hierarchy.

£ LifeKeeper GUI Sl=]IES
File Edit View Help

%20 (& [Ol [4[4] @

< |Create Resource Hierarchy... |

[ »

Hierarchies % @

None Defined LinuxPrimary Linuxsecondary

The Create Resource Wizard dialog box will appear with a drop down list box displaying alll
recognizedRecovery Kits installed within the cluster.

2. SelectData Replicatiomnd click Next.
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Create Resource Wizard

Flease Select Recovery Kit |Data Replication -

Apache Web Server
Data Eeplication
File System

Ceneric Application
IP

MysQL Database
Faw Device

Bacl Mext= | Cancel| Help

3. Follow the Data Replication wizard, and enter the following values:

Field Recommended Entries or Notes

Switchback Type Intelligent

Server LinuxPrimary (Primar@luster Node, i.e. Mirror
Source)

Hierarchy Type Selectd WS LX AOF (S 9EAAGAY:

Existing Mount Point At this step you will select the mounted partition
G2 NBLX AOF(GSo® Ly 2 dzNJ

Data Replication Resource Tag Leave as defdt

File System Resource Tag Leave as default

Bitmap File Leave as defau(tNote: if using high speed SSD

storage you will want to create a small partition
and use it for bitmap placement, i.e. /bitmaps)
Enable Asynchronous Replication Leave as defau(tres)

4. Click Next to begin creation of the Data Replication resource hierarchy. Status will be displayed
in the GUI as follows:
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Create Data Replication Resource Hierarchy

Creating Data Eeplication Resource. .. |
Thu Dec 320 16:42:18 P5T 2010 create: BEGIM creation of "datarep-www" on server [
"LinuxPrimany

Thu Dec 30 16:43:20 PST 2010 create: fdew/sdll is configured to be mirrored using fdevimdO
Thu Dec 320 16:42:20 P5T 2010 create: EMD successful creation of "datarep-www" on server
"LinuxPrimany"

Thu Dec 30 16:43:21 PST 2010 create: /dew/mdd: device size 0, wait for initialization. ..

maount -t ext3 -o barrier=0,rw fdewv/mdQ Svar www

CREATING RESOURCE HIERARCHIES

devicehier: Using fopt/Lifekeeper/llkadm/subsys/scsi/netraid/bin/devicehier to construct the
hierarchy

Creating Eesource Instance "var/www" with icl " var/www" on machine "LinuxFrimany":
Fesource "var/www" successfully Created on machine "LinuxPrimany”

Creating Dependency "varfwww"-"clatarep-www" on machine "LinuxPrimany":

Dependency "var www"-"datarep-www" successfully Created on machine "LinuxFPriman”
Femuoving fetc/fstab entry

Bacl Mext = | -.:an-:el| Help

5. Click Next to begin the process to Extend the Data Replication Res@elest all default
settings. When it asks fone target disk, select a free partition on your Target server which is
the same size (or greater) than the Source Volume we are replicalihig partition should NOT
be mounted on the Target system.
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Extend Data Replication Resource

Template Server: LinuxPrimary
Tag to Extend: datarep-www
Target Server: Linuxsecondary

Target Disk |fdew/sdibl (2560 ME) -

Select a disk on LinuxSecondary. The selection must not be mounted and must be at least as large
as the source disk on LinuxPrimary.

<Bacl Mext= | Arcept Defaults | Cancel| Help

6. Continue through the wizard, and you will peompted to select the network you would like
NELX AOFGA2Y G2 GF1S LXIFOS 23SN® Ly 3ISYSNIfx A
and your replication traffic. In our example setup we will replicate over our backend network,
192.168.198.X
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Extend Data Replication Resource X

Template server: LinuxPrimarny
Tag to Extend. datarep-www
Target server: Linuxsecondary

Replication Path |--- Select Metwork --- -

-—- Selact Metwork ---
192 168, 197.101/192 168.197.102
192 168.198.101/192 168.198.102

Selact the network end points to be used for replication between systems LinuxPrimary and
LinuxSecondary.

<Back Mext= Arcept Defaults | Cancel| Help

7. Click Next and continue through the wizard. Once completed, your resource hierarchy will look
as follows

LifeKeeper GUI SENES
File Edit View Help

%20 & O 44 (OO =al |LL @

] [»
Hierarchies @ @ =
@ Active Protected LinuxPrimary LinuxSecondary

@ ip-192.168.197.150 : @ Active 1 0 StandBy 10
D ip-192.168.197.151 (V] Active 1O Standby 1
@ Var W @ Active 1 0 StandBy 10
I—@ datarep-www g Source 1 q Target 1

Create the Apache Hierarchy

In this section we will create an Apache resource hierarchy on the primary server and extend it to the
backupserver. This step will create a dependency on the IP resource created in previous the step.
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Important

The Apache web server should not be running at this time.

1. From the LifeKeeper GUI toolbar, click Create Resource Hierarchy.

File Edit View Help

LifeKeeper GUI

|20 U Qw44 QO ma Ll

4] [Create Resource Hierarchy... | |_’
Hierarchies : @ % -
@ Active Protected LinuxPrimary Linuxsecondary

~ @ ip-192 168197150 @ Active @ StandRy n

The Create Resourt#izard dialog box will appear with a drop down list box displaying all
recognized Recovery Kits installed within the cluster.

2. SelectApacheéWeb Serveand click Next.

3. Proceed Through the Resource Creation wizard, providing the following values

Field
Switchback Type
Server
Webserver Binary
Location

Recommended Entries or Notes
Intelligent
LinuxPrimary (Primary Cluster Node, i.e. Mirror Source)
/usr/sbin/httpd (assumes a standard apache config)

|I Create webserver/apache Resource

Wehbserver Binary Location |,fusr,fsbin,fhttpd

Bacl | Mext > | Cance|| Help

Webserver Root Directory /etc/httpd (assumes a&tandard apache config)
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Create webserver/apache Resource

Webserver Root Directory |/etc/httpd |v|

<Back | Mext> | Cancel| Help

Root Tag Leave as default

4. | £ A01 &/ NBIFGS¢ (2 o0S3IAYy NB a2 dzNORce &plSddidkOKe ONB
oNext to extend this resource to the secondary server.

5. During the Extend Resource wizard, leave atirsgt as default.

6. Note: during the resource creation process, LifeKeeper extracted the existing configuration of
the existing Apache webserver, and identified that it depends on the IP resource
(192.168.197.150) and the Data Replication resource (/var/\vttwat were created in previous
steps. These resources now appear underneath the newly created Apache resource, to indicate
the dependency relationship.

LifeKeeper GUI

File Edit Yiew Help
20 ] Olw 44| O[O =G £
[ [»
Hierarchies @ @ =
@ Artive Protected LinuxPrimary LinuxSecondary
@ apache-etc. httpd . @ Active 1 0 StandBy 1
t@ ip-192.168.197.150 | (@ Active 1O Standsy 10
@ war [ waww @ Active 1 0 StandBy 1
L@ datarep-www % Source 1 q Target v
@ ip-192.168.197.151 (V] Active 1O Standby v

Create the Shared Filesystem Resource Hierarchy
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Create a Filesystem resource to protect 8te@red iSCSI filesystem and make it high available between
cluster nodes SPSor Linuxleverages SCSI Persistent Group Reservations (PGR) to lock the LUN,
ensuring that only the active cluster node for the storage resource can access it.

At this point, the shared iISCSI LUN needs to already be mounted on the Primi
Server. It should NOT be mounted on the Secondary Server. See section titls
éConfigure iSCSl initiator, discover and login to iISCSldargéto 2 S (2
steps involved.

Important

1. From the LifeKeeper GUI toolbar, click Create Resource Hierarchy.
2. Select File System and click Next.
3. Proceed Through the Resource Creation wizard, providing the following values

Field Recommended Entries or Notes
Switchback Type Intelligent
Server LinuxPimary (Primary Cluster Node)
Mount Point Select/ivar/lib/mysql . Note that LifeKeeper scatige system for LUNS

that are sharable between cluster nodes. The list of possible shared |
is presented automatically in this step of the wizard.

SelectCreate Instance to define this resource hierarchy on the Primary Server

Click Next to Extend the File System Resource to the Secondary Server

Ly GKS 9EGSYR 2ATFNRZ &4StS0O0G a! OOSLIi 5SFI dzt Gaé
As a result the File System resource is now protected on botheclostles. Click Finish to exit

the Extend wizard.

Your resource hierarchy should look as follows:

No ok

o
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LireKeeper GUI

File Edit View Help
%29 & Ol 44 0O =5 L0
I I
Hierarchies <) <) -
@ Active Protected LinuxPrimary LinuxSecondary
- (D apacne-etcnipa (V) Adtive 10 Standsy v
t@ ip-192.168.197.150 @ Active 1 0 standBy 10
@ WarWwwW @ Active 1 0 StandBy 1
L@ datarep-www 2 Source 1 ed Target 10
—@ ip-192.168.197.151 @ Active 1 0 standBy 10
- @ var/iiomysal (V] Active V) Standsy 10
Jf—@ device7343 (V) Active 1O Standby 1
L@ disk7259 (V) Active 1O Standy 10
<] v -
P T e e e e e

Create the MySQL

Resource Hierarchy

Create aMlySQLresource to protect theMySQL databasend make it high available between cluster

nodes.
At this point, MySQL needs to be already running on the Primary Server. It st
Imoortant bh¢ 6S NMzyyAy3d 2y GKS {SO2yRINE {SI
P {GFNI ad{v[é I pracessto coafigunBuistSraySQK &s
needed

1. From the LifeKeeper GUI toolbar, click Create Resource Hierarchy.
2. SelectMySQL Databasand click Next.
3. Proceed Through the Resource Creation wizard, providing the following values

Field
Switchback Type
Server
Location of my.cnf

Location of MySQL
executables
Database tag

Recommended Entries or Notes
Intelligent
LinuxPrimary (Primary Cluster Node)
Enterd&/var/lib/mysqlé. Note thatearlier in the MySQL configuration
process we created a my.cnf file in this directory.
Leave as default (/usr/bin) since we are usirgiaadard MySQL
install/configuration in this example
Leave as default
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Select Createat define the MySQtesource hierarchy on the Primary Server

Click Next to Extend the File System Resource to the Secondary Server

In the Extend Wizard, 8¢S O a&a! OOSLIi 58S T dzf (G a¢

As a result thavlySQLresource is now protected on both cluster nodes. Click Finish to exit the
Extend wizard.

Note: LifeKeeper will automatically identify that the MySQL resource has a dependency on the
FileSystem resourdgvar/lib/mysqgl). The Filesystem Resource will appear underneath the
MySQL resource in the GUI

9. Your resource hierarchy should look as follows:

No ok

o

LifeKeeper GUI

File Edit ¥iew Help
%29 & Ol 44 9O & R
q I
Hierarchies @ @ BF
(D Active Protected LinuxPrimary Linuxsecondary
- apache-etc.hipd . (V] Active 1O StandBy 1
t@ ip-192.168.197.150 @ Active 1 0 standBy 10
@ Var winw @ Adctive 1 0 StandBy 10
L@ datarep-www 2 Saurce el Target v
—@ ip-192.168.197.151 @ Active 1 0 standBy 10
r@ mysql @ Active 1 0 StandBy 10
b @ varioimysal V] Active 10 Standby 10
#—@ device7343 & Active 1O standby 0
L@ disk7259 (V) Active 1O Standsy 10
[ -

Create the MySQL IP Address Dependency

In this step will define an additional dependency: that MySQL dégpema Virtual IP (192.168.197 16
so that the IP address follows the MySQL database should it move. This IP (.151) is the IP the webserver
will use to access the MySQL database.

1. From the LifeKeeper GUI toolbar, rightt A O1 2y GKS avyeéalfté NB&2dz2NDOS
2. Seli &/ NBIF (S 5SLISy-Ri&ktd@dmeAN2ZY (KS NAIAKIG

3.LYy GKS / KAfR wSa2dz2NOS MbAIRNE CRPUEM Y1Bs dzz 4SSt SO
4. Click Next

5. Click Create Dependency

6. Click Done

7.

The Virtual IP address resource (192.168.197.151) will now appear underneath td MyS
resource in the LifeKeeper user interface. This ensures that resources move together, and are
started/stopped in the proper order.

8. Your resource hierarchy should look as follows
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File Edit Yiew Help

LireKeeper GUI

%20 & Ol 44 Q0O =2 R
1 D
Hierarchies @ @ -
(D Active Protected LinuxPrimary LinuxSecondary
D apache-etc.hpd (V] Active 1O standby 1
t@ ip-192.168.197.150 @ Active 1 0 standBy 10
@ war/ Www @ Active 1 0 StandBy 1
I—@ datarep-www ﬁ Source 1 \d Target 10
@ mysgjl @ Active . 0 StandBy 1
t@ ip-192.168.197.151 @ Active 1 0 standBy 10
@ varniojmysal 1© Active 1O Standsy 10
#—@ device7343 @ Active 1 0 StandBy 10
L@ disk7259 (V) Active 1O standby v
4]

<-- LinuxSecondary. ip-192.168.197.151: Adding parent: mysql

At this point in the Evaluation, we have fulisotected Apache, MySQL, and their dependent resources:
IP addresses, and Storage, both shared and replicated.

Phase 7 zTest Your Environment

The following test scenarios have been included to guide you as you get started evaiaig
Protection Suite foLinux. Before beginning these tests, make sure ttata replicationresources are

in the mirroring state.

Note: For these test examples, the Primary Server is referred ttNaSXPRIMARYT he Backup or
Secondary Server is referred toldSlUXSECONDARY

1. Manual Switchover of the MySQL Hierarchy to Secondary Server

Procedure:

1 From the LifeKeeper GUI, right click on the MySQL resource on the Secondary Server
(LINUXSECONDARY) and choose IN SERVICE.

T Click

filn

Serviceo in t

45

he

window t

hat pops



SIOS Protection 8e for Linux
Evaluation Guide

LifeKeeper GUI

%20 & 0w 4400 2 al L@

Kl D
Hierarchies @ @ -
Q Active Protected LinuxPrimary LinuxSecondary

@ apache-etc. httpd . O Active 1 o StandBy 1
t@ ip-192.168.197.150 | (@ Active 19 Standy v
Q Var/www Q Active 1 o StandBy 1
LQ datarep-www 5 Source 1 ‘ Target v
Q mysgl o Active ! o v
t@ ip-192.168.197.151 | (@ Active 1O [o] 10
Qwroma  ||@ (R T
#—Q device7343 Q Active 1 o Create Dependency... 10
LQ disk7259 Q Active 1 o Delete Dependency... 10

Delete Resource Hierarchy...

Properties. ..

Expected Result:
1 Beginning with the MySQL resource, all resources will be removed from service on the Active
Server (LINUXPRIMARY).

1 Beginning with the dependent resources (IP and Shared Volume), all resources will be
brought in service on LINUXSECONDARY

1 Atthispoi nt, we now have an fAActive/ Actived cluster b
running resources.
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Tests/Verification:

a7

1 Using the LifeKeeper GUI, verify that the MySQL and dependent resources are active on
LINUXSECONDARY.

T Run Ai facoo bdNIXGECONDARY to validate that the IP Address 192.168.197.151 is
active on LINUXSECONDARY

f Run imefto verify that the /[ varigrhounbelonys gl shared i
LINUXSECONDARY

1 Verify the MySQL services are running on LINUXSECONDARY by running i pisef | grep Ti
mysql o

T On LINUXSECONDARY run the following command to verify client connectivity to the
MySQL database:

o #mysqliS /var/lib/mysqgl/mysql.sock i u root i p
o (enter passwoord fASteel Eyeo

1 Verify that the SCSI reservation has properly locked the iISCSI LUN to the currently active
cluster node. On LI NUXPRI MARY, run Amount /[ dev/ sd
because LINUXPRIMARY does not own the SCSI reservation on this LUN.

. ___________________________________________________________________________________________________________|
2. Manual Switchover of the Apache Hierarchy to Secondary Server
Procedure:

1 From the LifeKeeper GUI, right click on the Apache resource on the Secondary Server
(LINUXSECONDARY) and choose IN SERVICE.

T Click Aln Serviced in the window that pops up



